June 11, 2007

TO:  THE PEOPLE OF LEGISLATIVE DISTRICT 8

SECURITY FREEZE – A TOLL TO PREVENT ID THEFT
Every year, 10 million Americans fall victim to identity (ID) theft.  Last year, 4,395 Marylanders filed ID theft complaints with the Federal Trade Commission (FTC).   ID theft, the fastest growing white collar crime, can happen to anyone.  Victims of ID theft feel violated, frustrated and helpless, as the ID thief fraudulently charges purchases, opens lines of credit and destroys the victim’s credit.
It’s tough to stay one step ahead of ID thieves, and stop them from ruining people’s credit and making their lives chaotic.   According to the Theft Resource Center, in 2004, victims spent an average of 330 hours and $1,000 to resolve problems related to ID theft.

Beginning in January 2008, a new Maryland law will give consumers the tools to secure their personal credit information.  The law allows consumers to place a security freeze on their credit reports.   This blocks valuable ID information from use by the ID thieves to open lines of credit or purchase goods under the victim’s name.  Let’s face it; businesses are not likely to extend credit to anyone without first looking at a credit report.   The security freeze offers consumers a way to prevent ID theft, instead of just being left to clean up the damage after the ID theft has occurred.
Security freezes, supported by consumer groups and AARP, have been enacted in 35 states and the District of Columbia.   Under the new law, consumers may request a security freeze by certified mail to the three major credit agencies – Equifax, Experian and Transunion.  The agency must place the freeze within five business days and provide the consumer with written confirmation, a personal ID number and information about procedures for requesting a temporary lift or removal of the freeze by the consumer.   While the freeze is in place, any information contained in the credit report cannot be released without the consumer’s prior authorization.   The agency may charge a consumer up to a $10 fee for the freeze placement, temporary lift or removal.  No fees will be charged to ID theft victims.

It takes only one hacker to expose hundreds of thousands of people to ID theft.  The FTC reveals in 2005, at least 130 reported commercial security breaches exposed more than 55 million people to ID theft.   Social Security numbers are the ID thief’s meal ticket.  In 2006, social security numbers of 26.5 million veterans were stolen through the theft of a laptop from a Veteran’s Administration employee.

Please do not hesitate to contact me on this or any other legislative issue of concern to you.   As always, I encourage and welcome your input.

